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mation. ter) and are only significative when the system is affected by a
fault. The input of this dynamical system is a measured output
Abstract and it has to be able to distinguish if the qualitative changes on

the system behavior are due to perturbations, uncertainties or
In this paper, the design of filters for fault detection and dio faults. [Edelmayeet al., 1994], [Pattoret al, 1997], [Ros-
agnosis using a post filter and &n,, optimization approach Bolivaret al. 1999].
is investigated. The problem is translated into?dg output
feedback control and some classical methods can be use
solve it. The design of the detection filter is done in two ste
and the filter allows the detection and the isolation of multip
faults, in presence of perturbation and uncertainties.

he relations between tHe ., robust estimation problem and
filter design has been investigated in [Edelmagtal,
94]. In this case the addressed problem is the fault detec-
n in presence of perturbations; the diagnosis problem is con-
sidered in a second level and the fault separation is obtained
through a multiple filtering, [Niemann and Stoustrup, 1998].

1 Introduction A way to consider robustness in the FDI filter design can be

The control of complex systems needs the use of sophisticaf@define a sensitivity measure which characterizes the filter
apparatus which guarantee acceptable security and productigRpSitivity with respect to the possible faults in comparison to
levels. Among those, the process monitoring system in whillh¢ filter sensitivity with respect to perturbations.

we can find elements based on diagnosis and fault detecQq s introduce

mechanism, has an important role. H

S‘ — H €xV; .
One of these elements is the fault detection and isolation fil- " [Hewlloo
ter (FDI) which has to be designed to operate in an uncertain _ o )
environnement, (perturbations, model uncertainties, etc.). Wyerev; are the signals characterizing the faultsis the per-
this context, there are important connections between robfigpation ande. the error estimation. Itis clear that if for a
estimation or filtering and FDI filter design. In general, th@iveni, S; is significative, this means that for faultthe filter
problem consists in designing an asymptotic stable dynamiéa/more sensitive to; than tow. The problem consists in de-

system (filter) able to cope with perturbations (rejection, f&igning a filter which in some sense maximizgs[Edelmayer
example). et al, 1994], [Niemann and Stoustrup, 1998],ipR-Bolvar et

al. 1999]. Itis also clear that the problem can be formulated as

In the robust estimation problem, the goal is to derive an opf-multi objective design problem and multiple filters are neces-
mal estimate of the system state vector or a linear combinatigyy in this case to solve the fault separation problem.

of the states taking into account the presence of perturbation ) .

and uncertainties (model). For the robit, estimation prob- [N this paper, a method is proposed for the design of a robust
lem, theH. norm of the transfer matrix from the perturbation§ D! filter. The particularity of the approach is the use of a post
to the error estimation is lower than a prespecified level 0: filter which in connection with the robust fault detection filter,

[Nagpalet al, 1991]; [Khargonekaet al, 1992]. obtained by solving ari{., design problem, allows to solve
] ) ] o simultaneously the fault detection and diagnosis problems.
For robust FDI filter design, the first step consists in the gener- ] . ]
The paper is organized as follows. Section 2 adresseX the




filtering problem and introduces the architecture based on thewvhich (A — LC5) has to be asymptotically stable. It is well
use of a post filter. Section 3 introduces the robust filter designown [8, 9], that]|H._. || < 7 if Only if there exists a posi-
based on the proposed architecture with the post filter. A niive definite solutiont to

merical example illustrating the method is developed in Section

4. We end the paper by a conclusion. (A—LCy)" X + X(A—LCy) +

_ - %X(Bl —LD)(B, - LD)Tx +CTCcy =0
2 OnH,, optimal filtering v

Consider the following system: and 1 .
(A= LCy) + —(B1 — LD)(B, — LD)
#(t) = Az(t)+ Biw(t) 7
i 2(t) = Cra(b) (1) is asymptotically stable.
y(t) = Cax(t) + Dw(t), We can note that an optimal solution for the problem consists

in finding L such that A — LC5) is asymptotically stable and
By, = LD. We have the following theorem, [13, 20], consider-
ing DDT = I, DB = 0:

wherex € R" is the statez € R™ is the signal to be estimated
from the measured signgl € R?; w € L5 is a perturbation.
The matricesA, By, Cy, Co and D are matrices of appropriate
dimensions. The paifA, B;) is stabilizable and paif4, C5)

is detectable. Theorem 2.1 There exists a filter satisfying all the previous

conditions if and only if there exists a symmetrical magix>
The problem considered here is to find an estimatef z, 0, solution of the algebraic Riccati equation
wherez is the output of a dynamical system (filter) satisfying
the following conditions:

1
o . AX + xAT — X (chOQchTCl) X+ BB} =0. (3)
1. The filter is asymptotically stable. 2

2. The effect of the perturbation on the estimation error is Adfilter gain is given by

small as possible. L=xct. 4)

More explicitly, if /~ denotes the filter, we have: With the considered filter, the transfer matfik_,, (s) is given

by
o Z(t) = Fy(t).
A—-—LC, | By — LD
e If we define He.o(s) = o e 0

= Cy(sI—A+LCy) " (B, - LD).
and ifw(t) = 0, then

lim e.(t) = 0 In this way, undgr the previoys assumpt!ons, a dynarr_1ica| sys-
t—oo © ' tem can be designed to estimate the signahd ensuring a
certain perturbation rejection level.
o If the transfer matrix fromw to e, is denoted by, _,, we

want Another important solved problem, in the context6f, opti-

mization, is the design of dynamic output controllers ensuring

i ! lle. |2 a certain level of rejection of a perturbation, [8, 7].
H,, = sup <7, v>0.
I spwers w13

3 The post filter design

Under the conS|dereq assumptions, an admissible filter Canlr?econnection with the FDI filter design problem, in [12] two
expressed as, [9, 13]:

techniques based on the multi objective design method are pre-

f(t) — AR + L{y(t) — Coi(t)) sented. The major problem is related to faults separability

Fr { ) = Cialt) (2) whichis solved with the use of multiple filters. Roughly speak-
LA ing, one can say that only the fault detection problem is consid-

ered. Another drawback is that the filter design is not system-

where L is a gain matrix to be designed. Definiag(t) = atic
ic.

z(t) — &(t), we have:
In the FDI filter design, if the fault separability conditions are

é;(t) = (A—LCy)ey(t) + (B1— LD)w(t) met, and if one filter is used, it is difficult to guarantee asymp-

e.(t) = Cieg, totic stability and fault isolation simultaneously. This is why



in some works a solution consists in using multiple filters. THa summary, the problem to be solved is the design of a post
idea in this section, is to use in conjunction with the filter, flter 7, whose output is... Introduce the error equations:

post filter.

o _ . _ . éx(t) = (A—LCy)ey(t) + (B — LD)w(t) + Beue(t)
The post filter is a dynamical system whose inputis the inn@- ¢_(4) = Cye,(t)
vation signal defined as the difference between the output a dey (t) = Cheqx(t) + Duw(t).
its estimate. We denote the post filter By. We consider the (8)
filter 7, defined by: The problem is to design a contral obtained, from the output

) R ey, in such a way thé{., norm of the transfer matrix from the
(t) = Ad(t) + L(y(t) — C2i(t)) — Beue(t) perturbation to the controlled output. be minimum. This is
2(t) = Ci3(t); (5) typically a well knownH.. optimal control design for which a

) ) . solution is given in [2, 7, 10, 17]. Then, we have translated the
whereu,(t) is the output of the post filteF,, and B, is its FDI filter design to arH., optimal control design.
input matrix of appropriate dimension. The error dynamic is

obtained manipuling straightforwardly the filter equation (5)Vith this formulation, the transfer matri{...,(s), is given by
It is given by (see Figure 1):

&

2 |®
Hezw(s) = )

éx(t) = (A—LCy)en(t) + (By — LD)w(t) + Beue(t) € 0o

ex(t) = Cres(t). (6)  where
First, we can note that iB, = —(B; — LD) andu, = w, A = ( A= L(Jég— BeJC B;H )
we can isolate completely the error from perturbationThe 2
reconstruction of, can be obtained from (1), considerifig= B - < By - LD+ B.JD )
DT D non singular, by the inverse system GD

{(t) = (A+BV'DTCo)((t) — BiV D y(t) To designF,, the two steps procedure is the following

ue(t) = V7 IDTCy((t) — VI DTy(t);
e ChooseL.
whereu,(t) can be considered as an estimatev6f). In this _ S
way, a good rejection level can be attained and this is the pur® Solve theH., optimal control problem, selecting. in

sued idea in the introduction of a post filter. Introduce the in- ~ Order to satisfy the main assumptions guaranteeing that
novation signal the problem has a solution. For example, we can select

B, as a linear combination of columns 8f — LD. We
obtain solving this problenf,,.

ey(t) = y(t) — Cai(t)

The Figure 1 gives the architecture of the post filter.
= (Caez(t) + Dw(t);

and define the dynamical post filter equation Y. SYSTEM 7"”"” >Zy
((t) = FC(t)+ Geyl(t) 7
Al ity 2 med v “

% FILTER [

whereF', G, H andJ are matrices of appropriate dimensions Ue
to be designed. In closed loop we obtain

—* Post-Filter [——

éx(t) = (A—LCy+ BeJCo)ey(t)+
B.H((t)+ (By — LD + B.JD)w(t) i _ i
C(t) —  GChen(l) + FC(t) + GDw(t) Figure 1: Post filter scheme.
e.(t) = Cirex(t).
o ) 3.1 Robust FDI design
As one can see, it is possible to select nBwand L, and after
determinef’, G, H andJ such that In this paragraph, we move to the case where some one bad

operation affects temporary the behavior of the system. Let us

introduce the system model:

A—-LCy+ B.JCy B.H
GCs F

be asymptotically stable ant. .|| < 7. If B = 0 we )
recover the previous case. We can note that in some ¢ases (t) Ax(t) + Biw(t) + Bau(t) + F;
0 leads to a solution. y(t) = Cox(t) + Dw(t), 9)



wherez(t), u(t), andy(t) are previously defined anfé are the whereA(t) = Ao + >_7_, ai(t)A;; Ay stable matrix,4;

faults, which can be represented by are non destabilizing terms, and(t) € Lo, [6, 18].
f . .
o » e Itis clear that theH ., optimal control problem can be
Fi= ;Llyl(t)' (10) solved by Riccati equation approach or by LMI machin-
ery.

L; arefault directionsandv;(t), is a signal characterizing the
fault mode

- _ 4  Numerical example
To detect the faults, it is necessary to generate residuals ob-

tained from the estimation of the following signal: Consider the following state equation
z(t) = Crz(t), 0 ~102 0 0
using a state estimator. As stated in the introduction, we wahit = LS —171 _2 0 )zt | 444 o+t
to minimize ||H,_ .|| and to maximizg|H.._,,||«, fori = 0 -112x10 0 0
1,..., f, whereH,._,, are transfer matrices from toe,. Itis 102 0
difficult to take simultaneously these requirements, [14]. 163 Ju+ | 181 |y
The conditions ensuring that faults are detectable and separable 0 0
are given by, [15, 19]: _ 01 0 0 .
Y 0 0 0978 )" T 0978 ) ¥
ker(C’lLi):(), 221,,f
hich is the model of a diesel engine actuator, [1]. Two faults
C\L; ( I CL,-):O, w . :
m(CiLi)N 2”*19#1 m(CiLy) are considered: fault on the actuator or fault on the sensor. We

_ . _ _ suppose that:
Using the results of the previous section, we can write:

. 1
én(t) = (A= LCy)es(t) + (By — LD)w(t)+ L ( ol ) .
Beue(t) + S0, Livi(t) 1)
e.(t) = Cirez(t)
ey(t) = Caex(t) + Dw(t). The first step consists in selectidg we choose, in order to

] ) ) obtainA — LC, decoupled in relation to the faults:
The B, matrix has to be selected in a way guaranteeing that the

‘H~o optimal control consisting in minimizing tHE ., norm of —102 0
the transfer matrix function betweemande, problem has a I — 0 o |-
solution. 1.12 x 10~2 10 ’
Remark 3.1 and the dynamic of the error estimation is described by:
e The first step consists in selectifign order to associate 0 0 0 0
to each fault a particular direction and ensure faults sep-€é= = 181 —171 0 Jext | 444 Jw+
arability and detectability. This can be done, if it is pos- 0 0 -9.78 0
sible, diagonalising the matrid — LC5, which can be 0 0
unstable. 181 |11 + 0 Vo + Beue
0 —0.978

e The matrixB, has to be chosen to guarantee the solvabil-

ity of theH, optimal control problem. o — 0 .
2 0.978 ¢

0 N 0\,
0.978 ) = 0.978 )2

[ ] . .-
The case which leads tq the_ best results co_rrespond_sv(}]e can note that in order to ensure the fault separability, one
the situation where the directions of perturbations are in-_ " " ; ;
ault is associated to each output error. To solvethe opti-
dependent of the faults ones. o . . .
mization problem presented in the previous section, we select
¢ Results can be extended to systems represented by ~ Be @s

e WhenD = 0, the results obtained using a post filter and
the ones based on Theorem 2.1 are similar. In this case, = <
the results presented in [15] can be applied.

SO = O

i) = A@D)z(t) + Biw(t) + Bou(t) + F,



Using the LMI approach to solve tHE,, optimization prob- Figure 3 represents the estimation errors with the perturbation

lem, [7], we obtain and in presence of faults. Figure 3 (a) shows the perturbation

and a fault affecting the actuatoriat= 9s. The perturbation

—160.03  256.28 0 magnitude is important.
F = —92.72  —90.59 0 . _

0 0 —175.07 Figure 3 (b) shows the presence of a fault in the sensor at
t = 16s. In the same figure we can see that residuals are sig-

B 54.44 0 nificatives when the faults occur &= 9s and att = 16s, and
G = 165(’)66 13(31 g9 that each residual is associated with a fault guaranteeing faults

separability. We can also note that the perturbation is rejected.

H=(-2121 -1370 0) J=0. 5 Conclus
onclusion

Thus, the Figure 2 represents the frequency responses of the . : .
transfer matrices from the fault to the estimation erddg (,,) In'this paper, we have presented a method to design robust fil-

. oo ters for fault detection and isolation. This method is based on

and from the perturbation to the estimation errfl. (). We . S .

el s significat N bati two steps. The first step consists in designing a full state ob-
can note thals; = {71~ is significative, the perturbation seryer in a way ensuring faults separability. In a second step, a
is rejected. post filter is designed to ensure asymptotic stability of the error
dynamic and rejection of the perturbation. The problem can
be translated in af?., optimal control problem which can be
solved using standard methods.

-20

References

[1] M. Blanke, S.A. Bogh, R.B. Jorgensen, and R.J. Patton
sor ‘ 1 N ‘ (1995). “Fault Detection for a Diesel Engine Actuator - A

\ benchmark for FDI” Control Eng. PracticeVol. 3, No.

o ‘ 12, pp 1731-1740.

40

dB

100 ‘ ~ [2] J.C. Doyle, K. Glover, P.P. Khargonekar, and B.A. Francis
(1989). “State-Space Solutions to Standafgl and H.

2or ' and Control Problems1EEE Trans. Automatic Control
Vol 34, No. 8, pp 831-847.

-140

10" 10 ?

“10‘ l 10’ 1:73 ‘1lo“ 10 ‘

Fieciadisee [3] G.R. Duan, R.J. Patton, J. Chen, and Z. Chen (1997). “A
parametric approach for robust fault detection in linear
systems with unknown disturbance$FAC SAFEPRO-

Figure 2: Singular values diagranti._,, (solid line), H._., : )
CESS’97Hull, United Kingdom . 318-322.

(dotted line).
[4] A. Edelmayer, J. Bokor, and L. Keviczky. (1994). “An
@ H ., filtering approach to robust detection of failures in
dynamical systems'Proc. 33rd IEEE Cont. Dec. Conf.
pp 3037-3039. Orlando, FL.

@
=3

S
S
T

Amplitude
<) N)
8 o 3
! O —
=
]
=
—
—_—
L
——

[5] A. Edelmayer A., J. Bokor, and L. Keviczky L. (1997).
“An scaled L, optimization approach for improving sen-
sitivity of H,., detection filter for LTV systems”2nd
IFAC Symposium ROCOND’'9pp 543-548. Budapest,
Hungary.

IS
3

, [6] M. Fu, C.E. de Souza, and L. Xie. (1992}45, Estima-
P IRV UPPTIRY \ f (RNREAL AT aRRNALARAT aw tion for Uncertain SystemsInt. J. of Robust and Nonlin-
\ ear Control Vol. 2, 87-105.

Amplitude

0 ; ‘ ‘ [7] P. Gahinet, and P. Apkarian. (1994). “A Linear Matrix In-
’ Time s equality Approach td+., Control”. Int. Journal Of Ro-
bust and Nonlinear Controlol. 4, No. 4, pp. 421-448.

Figure 3: Filter responses in presence of faults and perturb§] M.J. Grimble (1987). H., Design of Optimal Linear Fil-
tion. tering”. Proc. IEEE Conf. MTNS'87



[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

P.P. Khargonekar, and M.A. Rotea. (1992). “Mixed
H2/Hoo Filtering”. Proc. 31st Conf. on Decision and
Control, pp 2299-2304. Tucson, Arizona.

H.W. Knoblock, A. Isidori, and D. Flockerzi. (1993).
“Topics in Control Theory”.DMV Seminar Band 22
Birkhauser Verlag, Berlin.

M.A. Massoumnia. (1986). “A geometric approach to the
synthesis of failure detection filterslEEE Trans. Aut.
Control. AC-31. 9. pp 839-846.

H. Niemann and J. Stoustrup. (1998). “Multi Objective
Design Tecniques applied to Fault Detection and Isola-
tion”. Proc. American Control ConferencBhiladelphia,
USA. pp 4496-4497.

K.M. Nagpal, and P.P. Khargonekar. (1991). “Filtering
and Smoothing in arH,, Setting”. IEEE Trans. Auto-
matic Control Vol. 36, No. 2, pp 152-166.

R.J. Patton and J. Chen. (1997). “Observer-Based Fault
Detection and Isolation: Robustness and Applications”.
Control Engineering Practicevol. 5, No. 5, pp 671-682.

A. Rios-Bolvar, G. Garta, F. Szigeti, and J. Bernussou.
(1999). “A Fault Detection and Isolation Filter for Linear
Systems with Perturbationst4th IFAC World Congress
Vol. O, 563-568. Beijing, China.

A. Rios-Boivar, F. Szigeti F., and R. Tarantino. (1999).
“An Approach for Fault Detection Filter Design’Dy-
namics and Control Conference, Dycons'9@ttawa,
Canada.

C. Scherer, P. Gahinet, and M. Chilali. (1997). “Multiob-
jective Output-Feedback Control via LMI Optimization”.
IEEE Trans. Automatic Contro\/ol. 42, No. 7. 896-911.

C.E. de Souza, U. Shaked, and M. Fu. (1992). “Robust
'H o Filtering with Parametric Uncertainty and Determin-
istic Input Signal”.Proc. 31st IEEE Conf. Decision and
Control. Tucson, AZ. 2305-2310.

F. Szigeti, A. Ros-Bolvar A., and R. Tarantino. (2000).

“Fault Detection and Isolation Filter Design by Inversion:
The Case of Linear Systemdfth IFAC SAFEPROCESS

Conference.379-384. Budapest, Hungary.

U. Shaked, and Y. Theodor. (1992}{5.-Optimal Esti-
mation: A Tutorial”. Proc. 31st Conf. on Decision and
Control, pp 2278-2286. Tucson, Arizona.



