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Abstract

In this paper, the design of filters for fault detection and di-
agnosis using a post filter and anH∞ optimization approach
is investigated. The problem is translated into anH∞ output
feedback control and some classical methods can be used to
solve it. The design of the detection filter is done in two steps,
and the filter allows the detection and the isolation of multiple
faults, in presence of perturbation and uncertainties.

1 Introduction

The control of complex systems needs the use of sophisticated
apparatus which guarantee acceptable security and productivity
levels. Among those, the process monitoring system in which
we can find elements based on diagnosis and fault detection
mechanism, has an important role.

One of these elements is the fault detection and isolation fil-
ter (FDI) which has to be designed to operate in an uncertain
environnement, (perturbations, model uncertainties, etc.). In
this context, there are important connections between robust
estimation or filtering and FDI filter design. In general, the
problem consists in designing an asymptotic stable dynamical
system (filter) able to cope with perturbations (rejection, for
example).

In the robust estimation problem, the goal is to derive an opti-
mal estimate of the system state vector or a linear combination
of the states taking into account the presence of perturbation
and uncertainties (model). For the robustH∞ estimation prob-
lem, theH∞ norm of the transfer matrix from the perturbations
to the error estimation is lower than a prespecified levelγ > 0:
[Nagpalet al., 1991]; [Khargonekaret al., 1992].

For robust FDI filter design, the first step consists in the gener-

ation of residuals, used in a second step for the diagnosis pro-
cess. The residuals are generated by a dynamical system (fil-
ter) and are only significative when the system is affected by a
fault. The input of this dynamical system is a measured output
and it has to be able to distinguish if the qualitative changes on
the system behavior are due to perturbations, uncertainties or
to faults. [Edelmayeret al., 1994], [Pattonet al., 1997], [Ŕıos-
Bolı́varet al. 1999].

The relations between theH∞ robust estimation problem and
FDI filter design has been investigated in [Edelmayeret al.,
1994]. In this case the addressed problem is the fault detec-
tion in presence of perturbations; the diagnosis problem is con-
sidered in a second level and the fault separation is obtained
through a multiple filtering, [Niemann and Stoustrup, 1998].

A way to consider robustness in the FDI filter design can be
to define a sensitivity measure which characterizes the filter
sensitivity with respect to the possible faults in comparison to
the filter sensitivity with respect to perturbations.

Let us introduce

Si =
||Hezνi ||∞
||Hezω||∞

;

whereνi are the signals characterizing the faults,ω is the per-
turbation andez the error estimation. It is clear that if for a
given i, Si is significative, this means that for faulti, the filter
is more sensitive toνi than toω. The problem consists in de-
signing a filter which in some sense maximizesSi: [Edelmayer
et al., 1994], [Niemann and Stoustrup, 1998], [Rı́os-Boĺıvar et
al. 1999]. It is also clear that the problem can be formulated as
a multi objective design problem and multiple filters are neces-
sary in this case to solve the fault separation problem.

In this paper, a method is proposed for the design of a robust
FDI filter. The particularity of the approach is the use of a post
filter which in connection with the robust fault detection filter,
obtained by solving anH∞ design problem, allows to solve
simultaneously the fault detection and diagnosis problems.

The paper is organized as follows. Section 2 adresses theH∞



filtering problem and introduces the architecture based on the
use of a post filter. Section 3 introduces the robust filter design
based on the proposed architecture with the post filter. A nu-
merical example illustrating the method is developed in Section
4. We end the paper by a conclusion.

2 OnH∞ optimal filtering

Consider the following system:

Σ1

 ẋ(t) = Ax(t) + B1ω(t)
z(t) = C1x(t)
y(t) = C2x(t) + Dω(t),

(1)

wherex ∈ Rn is the state,z ∈ Rm is the signal to be estimated
from the measured signaly ∈ Rp; ω ∈ L2 is a perturbation.
The matricesA, B1, C1, C2 andD are matrices of appropriate
dimensions. The pair(A,B1) is stabilizable and pair(A,C2)
is detectable.

The problem considered here is to find an estimateẑ of z,
whereẑ is the output of a dynamical system (filter) satisfying
the following conditions:

1. The filter is asymptotically stable.

2. The effect of the perturbation on the estimation error is as
small as possible.

More explicitly, if F denotes the filter, we have:

• ẑ(t) = Fy(t).

• If we define
ez(t) = z(t)− ẑ(t)

and ifω(t) = 0, then

lim
t→∞

ez(t) = 0.

• If the transfer matrix fromω to ez is denoted byHezω we
want:

||Hezω||∞ = sup
0 6=ω∈L2

||ez||22
||ω||22

< γ, γ > 0.

Under the considered assumptions, an admissible filter can be
expressed as, [9, 13]:

FL

{ ˙̂x(t) = Ax̂(t) + L(y(t)− C2x̂(t))
ẑ(t) = C1x̂(t),

(2)

whereL is a gain matrix to be designed. Definingex(t) =
x(t)− x̂(t), we have:

ėx(t) = (A− LC2)ex(t) + (B1 − LD)ω(t)
ez(t) = C1ex,

in which (A− LC2) has to be asymptotically stable. It is well
known [8, 9], that||Hezω||∞ < γ if only if there exists a posi-
tive definite solutionX to

(A− LC2)TX + X (A− LC2) +
1
γ2
X (B1 − LD)(B1 − LD)TX + CT

1 C1 = 0

and

(A− LC2) +
1
γ2

(B1 − LD)(B1 − LD)T

is asymptotically stable.

We can note that an optimal solution for the problem consists
in finding L such that(A − LC2) is asymptotically stable and
B1 = LD. We have the following theorem, [13, 20], consider-
ing DDT = I, DBT

1 = 0:

Theorem 2.1 There exists a filter satisfying all the previous
conditions if and only if there exists a symmetrical matrixX >
0, solution of the algebraic Riccati equation

AX + XAT −X
(

CT
2 C2 −

1
γ2

CT
1 C1

)
X + B1B

T
1 = 0. (3)

A filter gain is given by

L = XCT
2 . (4)

With the considered filter, the transfer matrixHezω(s) is given
by

Hezω(s) =
[

A− LC2 B1 − LD
C1 0

]
= C1 (sI −A + LC2)

−1 (B1 − LD).

In this way, under the previous assumptions, a dynamical sys-
tem can be designed to estimate the signalz and ensuring a
certain perturbation rejection level.

Another important solved problem, in the context ofH∞ opti-
mization, is the design of dynamic output controllers ensuring
a certain level of rejection of a perturbation, [8, 7].

3 The post filter design

In connection with the FDI filter design problem, in [12] two
techniques based on the multi objective design method are pre-
sented. The major problem is related to faults separability
which is solved with the use of multiple filters. Roughly speak-
ing, one can say that only the fault detection problem is consid-
ered. Another drawback is that the filter design is not system-
atic.

In the FDI filter design, if the fault separability conditions are
met, and if one filter is used, it is difficult to guarantee asymp-
totic stability and fault isolation simultaneously. This is why



in some works a solution consists in using multiple filters. The
idea in this section, is to use in conjunction with the filter, a
post filter.

The post filter is a dynamical system whose input is the inno-
vation signal defined as the difference between the output and
its estimate. We denote the post filter byFp. We consider the
filter FL defined by:

˙̂x(t) = Ax̂(t) + L(y(t)− C2x̂(t))−Beue(t)
ẑ(t) = C1x̂(t); (5)

whereue(t) is the output of the post filterFp, andBe is its
input matrix of appropriate dimension. The error dynamic is
obtained manipuling straightforwardly the filter equation (5).
It is given by (see Figure 1 ):

ėx(t) = (A− LC2)ex(t) + (B1 − LD)ω(t) + Beue(t)
ez(t) = C1ex(t). (6)

First, we can note that ifBe = −(B1 − LD) andue = ω,
we can isolate completely the error from perturbationω. The
reconstruction ofω can be obtained from (1), consideringV =
DT D non singular, by the inverse system

ζ̇(t) = (A + B1V
−1DT C2)ζ(t)−B1V

−1DT y(t)
ue(t) = V −1DT C2ζ(t)− V −1DT y(t);

whereue(t) can be considered as an estimate ofω(t). In this
way, a good rejection level can be attained and this is the pur-
sued idea in the introduction of a post filter. Introduce the in-
novation signal

ey(t) = y(t)− C2x̂(t)
= C2ex(t) + Dω(t);

and define the dynamical post filter equation

Fp

{
ζ̇(t) = Fζ(t) + Gey(t)
ue(t) = Hζ(t) + Jey(t),

(7)

whereF , G, H andJ are matrices of appropriate dimensions
to be designed. In closed loop we obtain

ėx(t) = (A− LC2 + BeJC2)ex(t)+
BeHζ(t) + (B1 − LD + BeJD)ω(t)

ζ̇(t) = GC2ex(t) + Fζ(t) + GDω(t)
ez(t) = C1ex(t).

As one can see, it is possible to select nowBe andL, and after
determineF , G, H andJ such that(

A− LC2 + BeJC2 BeH
GC2 F

)
be asymptotically stable and||Hezω||∞ < γ. If Be = 0 we
recover the previous case. We can note that in some casesL =
0 leads to a solution.

In summary, the problem to be solved is the design of a post
filter Fp, whose output isue. Introduce the error equations: ėx(t) = (A− LC2)ex(t) + (B1 − LD)ω(t) + Beue(t)

ez(t) = C1ex(t)
ey(t) = C2ex(t) + Dω(t).

(8)
The problem is to design a controlue obtained, from the output
ey, in such a way theH∞ norm of the transfer matrix from the
perturbationω to the controlled outputez be minimum. This is
typically a well knownH∞ optimal control design for which a
solution is given in [2, 7, 10, 17]. Then, we have translated the
FDI filter design to anH∞ optimal control design.

With this formulation, the transfer matrixHezω(s), is given by

Hezω(s) =
[

A B

(C1 0) 0

]
;

where

A =
(

A− LC2 + BeJC2 BeH
GC2 F

)
B =

(
B1 − LD + BeJD

GD

)
To designFp, the two steps procedure is the following

• ChooseL.

• Solve theH∞ optimal control problem, selectingBe in
order to satisfy the main assumptions guaranteeing that
the problem has a solution. For example, we can select
Be as a linear combination of columns ofB1 − LD. We
obtain solving this problemFp.

The Figure 1 gives the architecture of the post filter.
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Figure 1: Post filter scheme.

3.1 Robust FDI design

In this paragraph, we move to the case where some one bad
operation affects temporary the behavior of the system. Let us
introduce the system model:

ẋ(t) = Ax(t) + B1ω(t) + B2u(t) + Fi

y(t) = C2x(t) + Dω(t), (9)



wherex(t), u(t), andy(t) are previously defined andFi are the
faults, which can be represented by

Fi =
f∑

i=1

Liνi(t). (10)

Li arefault directionsandνi(t), is a signal characterizing the
fault mode.

To detect the faults, it is necessary to generate residuals ob-
tained from the estimation of the following signal:

z(t) = C1x(t),

using a state estimator. As stated in the introduction, we want
to minimize ||Hezω||∞ and to maximize||Hezνi

||∞, for i =
1, . . . , f , whereHezνi are transfer matrices fromνi to ez. It is
difficult to take simultaneously these requirements, [14].

The conditions ensuring that faults are detectable and separable
are given by, [15, 19]:

ker (C1Li) = 0, i = 1, . . . , f

Im(C1Li)
⋂ (∑f

i,j=1j 6=i
Im(C1Lj)

)
= 0,

Using the results of the previous section, we can write:
ėx(t) = (A− LC2)ex(t) + (B1 − LD)ω(t)+

Beue(t) +
∑f

i=1 Liνi(t)
ez(t) = C1ex(t)
ey(t) = C2ex(t) + Dω(t).

(11)

TheBe matrix has to be selected in a way guaranteeing that the
H∞ optimal control consisting in minimizing theH∞ norm of
the transfer matrix function betweenω andez problem has a
solution.

Remark 3.1

• The first step consists in selectingL in order to associate
to each fault a particular direction and ensure faults sep-
arability and detectability. This can be done, if it is pos-
sible, diagonalising the matrixA − LC2, which can be
unstable.

• The matrixBe has to be chosen to guarantee the solvabil-
ity of theH∞ optimal control problem.

• WhenD = 0, the results obtained using a post filter and
the ones based on Theorem 2.1 are similar. In this case
the results presented in [15] can be applied.

• The case which leads to the best results corresponds to
the situation where the directions of perturbations are in-
dependent of the faults ones.

• Results can be extended to systems represented by

ẋ(t) = A(t)x(t) + B1ω(t) + B2u(t) + Fi

y(t) = C2x(t),

whereA(t) = A0 +
∑g

i=1 ai(t)Ai; A0 stable matrix,Ai

are non destabilizing terms, andai(t) ∈ L2, [6, 18].

• It is clear that theH∞ optimal control problem can be
solved by Riccati equation approach or by LMI machin-
ery.

4 Numerical example

Consider the following state equation

ẋ =

 0 −102 0
181 −171 0
0 −1.12× 10−2 0

 x +

 0
4.44
0

 ω +

 102
163
0

 u +

 0
181
0

 ν1

y =
(

0 1 0
0 0 0.978

)
x +

(
0

0.978

)
ν2;

which is the model of a diesel engine actuator, [1]. Two faults
are considered: fault on the actuator or fault on the sensor. We
suppose that:

z =
(

0 1 0
0 0 0.978

)
x.

The first step consists in selectingL, we choose, in order to
obtainA− LC2 decoupled in relation to the faults:

L =

 −102 0
0 0

1.12× 10−2 10

 ;

and the dynamic of the error estimation is described by:

ėx =

 0 0 0
181 −171 0

0 0 −9.78

 ex +

 0
4.44
0

 ω +

 0
181
0

 ν1 +

 0
0

−0.978

 ν2 + Beue

ez =
(

0 1 0
0 0 0.978

)
ex

ey =
(

0 1 0
0 0 0.978

)
ex +

(
0

0.978

)
ν2

We can note that in order to ensure the fault separability, one
fault is associated to each output error. To solve theH∞ opti-
mization problem presented in the previous section, we select
Be as

Be =

 0.1
1
0

 .



Using the LMI approach to solve theH∞ optimization prob-
lem, [7], we obtain

F =

 −160.03 256.28 0
−92.72 −90.59 0

0 0 − 175.07


G =

 54.44 0
165.66 0

0 134.82


H =

(
−21.21 −13.70 0

)
J = 0.

Thus, the Figure 2 represents the frequency responses of the
transfer matrices from the fault to the estimation error (Hezνi)
and from the perturbation to the estimation error (Hezω). We

can note thatSi = ||Hezνi
||∞

||Hezω||∞ is significative, the perturbation
is rejected.

Figure 2: Singular values diagram:Hezν1 (solid line), Hezω

(dotted line).

Figure 3: Filter responses in presence of faults and perturba-
tion.

Figure 3 represents the estimation errors with the perturbation
and in presence of faults. Figure 3 (a) shows the perturbation
and a fault affecting the actuator att = 9s. The perturbation
magnitude is important.

Figure 3 (b) shows the presence of a fault in the sensor at
t = 16s. In the same figure we can see that residuals are sig-
nificatives when the faults occur att = 9s and att = 16s, and
that each residual is associated with a fault guaranteeing faults
separability. We can also note that the perturbation is rejected.

5 Conclusion

In this paper, we have presented a method to design robust fil-
ters for fault detection and isolation. This method is based on
two steps. The first step consists in designing a full state ob-
server in a way ensuring faults separability. In a second step, a
post filter is designed to ensure asymptotic stability of the error
dynamic and rejection of the perturbation. The problem can
be translated in anH∞ optimal control problem which can be
solved using standard methods.
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